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DATA SECURITY BREACHES:

Incident Preparedness and Response

by
Jena Valdetero
David Zetoony

Bryan Cave Leighton Paisner LLP

INTRODUCTION

It has been several years since data breaches first emerged as
the lead news story. Despite increasing security and technology
advancements, companies are still grappling with how to stay
ahead of hackers and, when they cannot, how to respond to a
breach in a way that minimizes business disruption and
reputation risk.

Although statistics vary, in 2018 there were approximately 1,244
publicly reported data breaches and, according to one watchdog
group, those breaches impacted nearly 450 million consumer
records.! In the first five months of 2019, there were 555 data

! 2018 End-of-Year Data Breach Report, Identity theft Resource

Ctr, https://www.idtheftcenter.org/2018-end-of-year-data-breach-report/
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breaches.” If this rate continues, 2019 is on pace to exceed
2018 numbers. In 2018, security compromises and data
breaches most heavily affected the retail, finance, hospitality
and manufacturing industries.® Together, these industries
suffered 49% of all data compromising events. The other 51%
of attacks affected a wide array of industries.* Consumers,
regulators, shareholders, and business partners are scrutinizing
whether organizations that suffer a data security breach had
adequate security before the breach occurred, and are critically
examining how organizations prepare for, investigate, and
respond to security incidents. Instances in which stakeholders
believe that an organization’s preparation or response was
inadequate have led to litigation, regulatory investigation,
erosion of client base and, increasingly, changes in
management.®> Given this context, it is not surprising that when
board members and general counsel are asked “What keeps
you up at night?” the answer continues to be: “data security.”

> Data Breach Reports, Identity Theft Resource Ctr. (May 31,
2019), https://www.idtheftcenter.org/wp-
content/uploads/2019/06/2019-May-Data-Breach-Package-1.pdf

® Trustwave Holdings, Inc., Trustwave Global Security Report
(2019) available at https://www.trustwave.com/en-
us/resources/library/documents/2019-trustwave-global-security-report/

“1d.

®See, e.g., Tiffany Hsu, Los Angeles Times, “Target CEO Gregg
Steinhafel Steps Down in Wake of Huge Data Breach” (May 5, 2014);
Danielle Abril, Dallas Business Journal, “Sally Beauty To Replace Its
CEO, Incurs $1.1M Cost from Data Breach” (May 1, 2014).

6IT/Cyber security was the most common response for both board
members and general. FTI, Law in the Boardroom (2016) available at
https://www.americanbar.org/content/dam/aba/administrative/litigation/
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Since the publication of our first data breach response
handbook, the legal ramifications for mishandling a data security
incident have become more severe. In the United States, the
number of federal and state laws and agencies that claim to
regulate data security has mushroomed. The European Union
also has enacted the General Data Protection Regulation which
extended the United States framework for responding to data
breaches across the EU, but with significantly enhanced
penalties and an expanded definition of what data requires
notification. In January 2020, California is set to become the
first state to permit statutory damages following a data security
breach if the litigant can prove that the breached company failed
to implement and maintain reasonable and appropriate data
security measures, overcoming the persistent hurdle litigants
have faced to date of proving harm and damages. In order to
effectively respond to a data security incident, in-house counsel
must understand what a “security incident” entails, what their
organization should do to prepare itself before the incident
occurs, and what practical considerations will confront the
organization when an incident arises. Effective response also
requires understanding and preparing for the possibility that a
data security incident may lead to lawsuits, regulatory
investigations, or public scrutiny.

Over the years, Bryan Cave Leighton Paisner LLP has
represented thousands of organizations planning for and
responding to data security threats and breaches. This
handbook provides a basic framework to assist in-house legal
departments with handling a security incident.  Section |
explains what security incidents are, how often they occur, and
which types of organizations are most at risk. It also discusses

materials/2017-women-in-litigation/materials/enforcement-
trends/7_legal_survey_report.pdf.
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the types of costs that a security breach may impose on an
organization. Section Il outlines how in-house counsel can help
their organization prepare for a security incident and evaluate
the degree to which the organization is already prepared.
Section Il walks through the different steps that must be taken
once a security incident occurs, including how to investigate the
incident and how to communicate with other potentially
interested entities such as business partners or law
enforcement. It also discusses steps to consider if the security
incident is, in fact, a “breach” that might harm consumers.

l.
UNDERSTANDING THE NATURE
AND SCOPE OF DATA EVENTS,

INCIDENTS, AND BREACHES

People sometimes refer to a “data breach” loosely as any
situation in which data may have been removed from, or lost by,
an organization. Technically, however, “data breach” is a legally
defined term that typically refers in the United States to a subset
of such situations where there is evidence of an unauthorized
“acquisition” of or “access” to certain types of sensitive personal
information (e.g., Social Security numbers, driver's license
numbers, or financial account numbers) that trigger a legal
obligation by an organization to investigate the situation and to
notify consumers, regulators, or business partners. As a result,
it is important to realize that many of the situations that are
referred to as “data breaches” in the media, and possibly by
others in an organization, may not in fact meet the legal
definition of the term. For the purpose of clarity, this handbook
uses three terms to refer to security situations: a data security

“event,” “incident,” and “breach.”
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A. Security Events

A “security event” refers to an attempt to obtain data from an
organization or a situation in which data could, theoretically, be
exposed. Many security events do not necessarily place the
organization’s data at significant risk of exposure. Although an
event might be serious and turn into an “incident” or a “breach,”
many events are automatically identified and resolved without
requiring any sort of manual intervention or investigation and
without the need for legal counsel. For example, a failed log-in
that suspends an account, a phishing email that is caught in a
spam filter, or an attachment that is screened and quarantined
by an antivirus program are all examples of security events that
do not lead to an incident or breach and require little to no legal
action.

B. Security Incidents

“Security incident” refers to an event for which there is a greater
likelihood that data has left, or will leave, the organization, but
uncertainty remains about whether unauthorized acquisition or
access has occurred. For example, if an organization knows
that a laptop has been lost, but does not know what information
was on the laptop or whether it has fallen into the hands of
someone who might have an interest in misusing data, the
situation is a security incident. Another way to think of a security
incident is as a situation in which you believe that electronic data
that contains personal information may have been improperly
accessed or acquired. As discussed in this handbook, security
incidents almost always necessitate that an entity conduct a
thorough investigation to test the suspicion that personal
information was improperly accessed or acquired. Put
differently, companies conduct investigations to determine
whether there is, or is not, evidence that would redefine the
“‘incident” as a “breach.”
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Security incidents are attributable to a variety of different
causes—sometimes referred to as “attack vectors.” While most
breaches are caused by third parties, in 2018 approximately
26.3% were a direct result of employees from within an
organization, which includes both inadvertent disclosure (i.e.,
human error) and insider threats.’

C. Security Breaches

As discussed above, a data “security breach” is a legally defined
term. The definition varies depending on the data breach
notification laws that are at issue. As a general matter, a security
breach refers to a subset of security incidents where the
organization discovers that sensitive information has been
accessed or acquired by an unauthorized party and that
acquisition has created the possibility that a consumer might be
harmed by the disclosure. In the laptop example provided
above, if your organization determines that the laptop was stolen
and it contained unencrypted Social Security numbers, the
incident would fall under the definition of a “security breach.” As
discussed below, security breaches almost always dictate that
your organization consider the legal requirements of data breach
laws.

Security breaches impact all types of entities. Two
organizations—Privacy Rights Clearinghouse and Cyber Risk
Analytics—systematically track publicly reported security
breaches and provide up-to-date reports on evolving trends.®

" See Privacy Rights Clearinghouse, Data Breaches By Breach
Type, available at https://www.privacyrights.org/data-breaches/breach-
type?taxonomy_vocabulary 11 tid=2436

See https://www.privacyrights.org/data-breaches and
https://www.cyberriskanalytics.com/. In addition, several consulting
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According to the former source, in 2018, approximately 53.4% of
reported breaches impacted medical organizations, 11.6%
impacted for-profit businesses, including retail and financial
organizations, 3% impacted educational institutions, and 1.2%
impacted government agencies and nonprofit entities. The
industries remain unknown for the last 30.7% of incidents
reported.®

Data breaches typically impact organizations in a number of
ways:

Reputational Costs: A data breach can erode the
confidence of customers or clients, which can significantly
impact sales or the reputation of your organization. Often
the indirect cost to the organization from adverse publicity
outweighs direct costs and potential legal liabilities.

Business Continuity Costs: Breaches that create, expose, or
exploit vulnerabilities in network infrastructure may require
that a network be taken off-line to prevent further data-loss.
For organizations that rely heavily on IT infrastructure,
removing or decommissioning an affected system may have
a direct impact on the organization.

firms that offer forensic investigation services publish annual reports
concerning trends identified in their investigations of security incidents.
These reports differ from the publicly reported breaches insofar as they
largely rely on non-public data (i.e., incidents that may not have turned
into breaches or that were not publicly reported). See, e.g., Verizon
2019 Data  Breach Investigation Report  available  at
http://www.verizonenterprise.com/verizon-insights-lab/dbir/tool/

See Privacy Rights Clearinghouse, Data Breaches by
Organization Type, available at https://www.privacyrights.org/data-
breaches/organization?taxonomy_vocabulary 11 tid=2434
(referencing data security incidents from 2018)
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Competitive  Disadvantage: Breaches that involve
competitively sensitive information such as trade secrets,
customer lists, or marketing plans may threaten the ability of
your organization to compete.

Investigation _Costs: Security incidents involving IT
infrastructure may require the services of a computer
forensics expert in order to help investigate whether a
breach has occurred and, if so, the extent of the breach.

Legal Costs:  An investigation often will be led by
experienced outside breach counsel who can protect
communications under the shield of the attorney-client
privilege and guide the company through the myriad legal
and contractual requirements.

Contractual Costs: Your organization may be contractually
liable to business partners in the event of a data security
breach. For example, a breach involving an organization’s
electronic payment system typically will trigger obligations
under agreements with its merchant bank or its payment
processor. Those obligations may include, among other
things, the assessment of significant financial penalties. As
another example, some outsourcing contracts require
companies that provide services to other companies to pay
for the cost to notify impacted individuals and to indemnify
their business partner from lawsuits.

Notification Costs: If your organization is required to, or
voluntarily decides to, notify consumers of a data security
incident, it may incur direct notification costs such as the
cost of printing and mailing notification letters. Although
most statutes do not formally require organizations to
provide consumers with credit monitoring, identity—theft
insurance, or identity—-theft restoration services, in some
situations offering such services at the organization’s own
cost has become an industry standard practice.
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Regulatory Costs: A regulatory agency may decide to
investigate whether an organization should have prevented a
breach or whether it properly investigated and responded. In
addition, some regulatory agencies are empowered to
impose civil penalties or monetary fines in the event that
they determine the organization’s security practices were
unreasonable or that the organization failed to properly notify
consumers or the agency itself in a timely matter. Significant
legal expenses are associated with a regulatory
investigation.

Litigation Costs: Bryan Cave Leighton Paisner LLP’s own
2019 Data Breach Litigation Report found that approximately
4% of publicly reported data security breaches result in the
filing of a federal putative class action lawsuit. *° This
number is expected to rise considerably following the
effective date of the California Consumer Privacy Act
("CCPA") in January 2020. Under the CCPA, successful
plaintiffs will be able to recover statutory damages between
$100-$750 per incident and attorney’s fees. Although most
suits have not resulted in a finding of liability, defense costs
and settlement costs can be significant.

.
DATA SECURITY
INCIDENT PREPAREDNESS

Many legal departments and information technology
professionals have relied on the adage that the best way to

1% David Zetoony, Jena Valdetero, Andrea Maciejewski 2019 Data
Breach Litigation Report (available at https://www.bclplaw.com/en-
US/thought-leadership/2019-data-breach-litigation-report.html).
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prepare for a data security incident is to prevent one from
happening in the first place. As a result, the historical focus for
many organizations has been on taking steps to protect data
and to prevent a breach from occurring. Such steps include
instituting written information security programs that describe the
security infrastructure of the organization, investing in defensive
information technology resources, installing monitoring systems
and training employees on good security practices. As the
number of attacks from third parties that exploit previously
unknown software vulnerabilities (sometimes referred to as
“zero-day exploits”) has risen dramatically, most organizations
now realize that even the best security cannot prevent a breach.
From that vantage point, preparing in advance for how your
organization will respond when a security incident or breach
occurs is essential.

Your organization will almost certainly survive a data breach, but
how well it survives depends primarily on two factors directly
within the control of the incident response team: (1) how quickly
it responds to investigate and notify when a breach is
discovered; and (2) how effectively it communicates about the
breach to stakeholders (e.g., customers, employees,
shareholders, regulators, the media, etc.).

Data security incident preparedness is a process that involves
management, information technology, public relations, legal, and
human resources. It typically includes the creation of a plan for
how an organization will respond to an incident or a breach, as
well as continual cross-staff and cross-department training to
teach personnel about the plan and how to implement it. Each
training exercise inevitably identifies areas in which an
organization can improve its plan or provide additional training to
improve its response.
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In addition to supporting the organization’s planning and training
efforts, in-house counsel have a special role in terms of data
security incident preparation. When a security breach occurs,
there are several core legal documents that are typically
implicated during, or after, the breach. In-house counsel should
ensure that these documents are easily accessible and have a
general awareness of the legal obligations or liabilities that these
documents create. In-house counsel also should review the
incident response plan to make sure it incorporates those same
legal documents. The remainder of this section provides a brief
description of each document that in-house counsel should
evaluate and understand as part of the organization's
preparation for a possible breach.

A. Cyber Insurance

76% of U.S. companies have purchased insurance specifically
designed to cover part, or all, of the costs of a data security
breach (“cyber-insurance”).* Cyber-insurance policies differ in
terms of what they cover, what they exclude, and the amount of
retentions (i.e., the amount of money for which the insured
organization is responsible before the policy provides
reimbursement to the organization). If an organization has a
cyber-insurance policy, in-house counsel should review it
carefully before a security incident occurs so that the legal
department understands the degree to which the policy protects
(and does not protect) the organization from potential incident-
related costs and liability. Policies also may obligate an
organization to take specific actions, such as notifying the
insurer or using pre-approved data incident response resources
(e.g., investigators, credit monitoring, mailing services, public

Y“FICO Decisions: USA Views From The C-Suite Survey 2018,
available at https://www.fico.com/en/resource-download-file/6341
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relations firms, or outside counsel). Because data security law
is rapidly evolving and changing, the policy should be reviewed
annually to ensure that the protections it affords continue to
align with changes in the legal landscape, coverage trends, and
the organization’s operations. In addition, your organization
should carefully analyze the amount of coverage, any applicable
self-insured retention, and any sub-limits to ensure they align
with the likely costs and risks to the organization.

The following checklist provides a guide to evaluate a cyber-
insurance policy. Before completing the checklist, it is important
to determine whether an organization’s goal in purchasing
insurance is to help it handle typical data security incidents, to
help it cope with catastrophic data security incidents/breaches,
or both.

First Party Coverage: The policy should cover the likely costs
incurred by an organization in responding to a breach, including
the following:

1. Forensic Investigators

O Does the policy cover the cost of retaining a forensic
investigator?

O If the organization processes payment cards, does the
policy cover the cost of retaining a payment card brand
forensic investigator, known as a PCI-PFI, whose
investigator results would be reported to the card brands?

O If a PCI-PFI is required to be retained, does the policy
permit hiring a private forensic investigator to challenge the
results of a PCI-PFI’s investigation? Tip: You generally will
want to run parallel investigations as the PCI-PFI's
findings may guide the fines/fees assessed by the card
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brands. Thus, hiring your own private forensic
investigator will be essentially to any assessment
challenge.

e Legal Counsel

O Does the policy cover legal expenses associated with
retaining experienced breach counsel to lead the
investigation and advise on legal requirements?

O Can the organization retain counsel of its choosing, or is it
limited to a panel of providers pre-selected by the insurance
company? Tip: You may be able to get your choice of
counsel approved regardless of a panel limitation; your
best shot at doing so will be when you are negotiating
the purchase of the policy.

e Consumer Notifications

O Does the policy cover the cost of issuing notices to
consumers?

0O Does the policy permit the organization to choose how it
wishes to make notification (e.g., substitute notice where
available for large breaches vs. mailing letters to
individuals)?

0O Does the policy cover the cost of voluntary notification, or
must notification be required by law? Tip: Given the
variations between what data elements warrant
notification under the 50 state laws, a best practice is to
follow the mantra “what you do for one, you do for all.”
For example, in a 50 state breach, not all states require
notification if online account usernames and passwords
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are exposed. However, since the risk to all individuals
is the same, generally an organization will wish to
voluntarily notify individuals in states where it is not
legally required.

e Credit Monitoring Services

0O Does the policy cover the cost of credit monitoring and
identity theft protection services?

O Will the policy pay for a minimum of two years of such
services? Tip: A small number of states have begun
requiring credit monitoring services in certain
circumstances (e.g., where Social Security numbers
have been exposed). Massachusetts currently has the
strictest legal requirement of two years. Following the
mantra, “what you do for one you do for all,” the
organization should ensure coverage for a minimum of
the strictest state law triggered by a breach.

e Public Relations

0O Does the policy cover the retaining of a public relations
expert to assist with communications arising from a breach?

O Does the policy permit the organization to use its preferred
PR firm? Tip: You generally want to retain a PR
company that specializes in data breach incident
response. While the PR company you use to promote a
new product, for example, may have a longstanding
relationship with your organization, incident response
management is different.

e Business Interruption
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O Does the policy provide coverage for costs associated
with an interruption or suspension of the insured’'s business
as well as a service provider’s business?

O Does the coverage apply even where the insured
voluntarily and intentionally shut down its network to
minimize the effects of a breach?

e Software and Hardware Replacement

0O Does the policy replace software and hardware damaged
by a breach (sometimes called “bricking” coverage)?

¢ Ransomware

O Does the policy pay for first dollar coverage of ransom
payments?

O Does the policy cover costs associated with hiring a
vendor to facilitate a bitcoin payment? Tip: Since most
companies don’t have their own bitcoin wallets, and
obtaining one can be time consuming, a cottage
industry has cropped up of vendors who, for a fee, will
let you use their wallets to facilitate a ransom payment.

Third Party Coverage: The policy also should cover any claims
the insured may face from third parties, like individuals,
regulators, and business partners.

Requlatory Proceedings

0O Does the policy cover regulatory proceedings that may
result from a breach, including legal fees?
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0O Does the policy also cover the fines or civil penalties that
may be assessed as a result of a proceeding where
insurable by the law of the most favorable jurisdiction? Tip:
It may be unclear whether certain regulatory
penalties/fines are insurable as a matter of law, but the
policy should provide for coverage where possible.

Consumer Litigation

O Does the policy pay for the cost of both defense and
indemnification for consumer data breach lawsuits?

0O Does the policy exclude any potential causes of action
that the organization may face in consumer lawsuits? Tip:
Many breach lawsuits will allege violation of a state
consumer protection law. You should ensure that such
claims will not be excluded under a policy’s exclusion
for state unfair and deceptive practices act claims
(UDAP).

O Can the insured select their own defense counsel or must
they use defense counsel pre-selected by the insurer?

Contractual Liabilities

0O Does the policy cover contractual liabilities that result from
a data security breach? Tip: Many policies will exclude
contractual liabilities unless the liability also arises
independent of the contract.

O If the organization accepts credit cards, does the policy

cover contractual liabilities that may be owed to the
organization’s payment processor or merchant bank,
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sometimes referred to as Payment Card Industry (“PCI")
fines or assessments?

O Does the policy exclude any type of contractual liability
such as PCI fines or contracts that the organization may
have with end-use consumers? Tip: There are a variety of
charges that can be assessed pursuant to the card
brand rules. The policy should provide for coverage for
all such charges.

B. Written Information Security Program

After a security breach occurs, customers, the media,
regulators, and other interested parties routinely ask what
measures the organization took to prevent the breach in the first
place. In-house counsel should consider, therefore, whether
their organization would be able to produce documents that
demonstrate that it was attempting to secure the information.
Many outside observers will expect that this includes, at a
minimum, a written information security program or “WISP.”
Indeed, Massachusetts requires companies to implement and
maintain WISPs if they own or license personally identifiable
information (“PII") about a state resident. In the event of a data
breach impacting Massachusetts residents, an organization
must inform regulators and impacted resident whether the
organization maintains a WISP and whether it has or intends to
update the WISP.*

While the most stringent, Massachusetts is not alone in enacting
legislation mandating the implementation of safeguards to
protect PIl. Oregon, California, Texas, Rhode Island and lllinois
all have enacted laws requiring certain levels of security for PII.

2 Mass. Ann. Laws ch. 93H, § 3 (2018)
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Financial institutions and health care entities also will need to
comply with the WISP requirements of the Gramm-Leach- Bliley
Act Safeguards Rule (“Safeguards Rule”) and the Health
Insurance Portability and Accountability Act (“HIPAA"),
respectively. Companies will want to carefully review the
requirements of those laws when creating a WISP.

The format and contents of a WISP can greatly vary depending
on an organization’s operations. Nonetheless, there are areas
of commonality. Although in-house counsel should be aware of
any regulations and standards that apply to the specific
organization’s industry, at a minimum, the organization's WISP
should include a description of the following:

*The administrative safeguards that exist to keep sensitive
personal information secure;

*The technical safeguards that exist to keep sensitive
personal information secure;

*The physical safeguards that exist to keep sensitive
personal information secure;

*The process used by the organization to identify, on a
periodic basis, internal and external risks to the information
that it maintains;

*The specific employee who is ultimately responsible for
maintaining and implementing security policies;

*The sensitive information maintained by the organization;

*Where and how sensitive information will be stored within
the organization;

Bryan Cave Leighton Paisner LLP Page 18



*How sensitive information can be transported away from the
organization;

*Procedures that discuss the following:

o Username assignment

o Password assignment

o Encryption format

o Provisioning of user credentials

o De-provisioning of user credentials (e.g., for
terminated employees)

o Employee training on security topics
o Destroying data

o Retaining service providers that will have access to
data

Some organizations choose to draft their WISP based on
standards or formats created by third parties. Although there
are many frameworks that can be looked to, some of the most
popular frameworks are those published by the International
Standards Organization (“ISO”) or the National Institute for
Standards and Technology (“NIST”). Other organizations retain
third parties to certify that their WISP complies with these
frameworks.

Beginning in January 2020, the California privacy law, the
CCPA, will provide for statutory damages where an individual's
sensitive information is breached if the plaintiff can establish that
the organization failed to implement and maintain reasonable
and appropriate security measures. Thus, it will be imperative
for an organization show, at a minimum, that it has a WISP. In
February 2016, California published the California Data Breach
Report, in which it specifically identified the 20 controls set forth
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in the Center for Internet Security’s Critical Security Controls
(“CIS”) as the “minimum level of security” an organization should
meet."® Indeed, the report states that the “failure to implement all
of the Controls that apply to an organization’s environment
constitutes a lack of reasonable security.”

Tip: Your organization’s WISP should, at a minimum,
incorporate both the WISP requirements set forth under
Massachusetts’s law and in CIS.

C. Incident Response Plan

An incident response plan explains how an organization handles
security events, security incidents, and security breaches.
Among other things, the plan helps employees from different
departments understand the role that they are expected to play
when investigating a security incident and identifies other people
within the organization with whom they should be coordinating.
The plan also can help educate employees concerning what
they should and should not do when faced with a security
incident and can provide them with a reference guide for
resources that may help them effectively respond to an incident
or breach.

Incident response plans take a variety of forms, and there is no
mandated structure. The following topical recommendations,
however, may help you draft an incident response plan or
evaluate the thoroughness of one that already exists:

ODefinition _of Security Event, Incident, and Breach.
Consider explaining the difference between an event,

13 Available at http://src.bna.com/cFY
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incident, and breach so those in the organization involved
with incident response understand the distinction.

OSecurity Event Escalation. By their very nature security
events are relatively common occurrences. Only a small
percentage of events will become incidents, and an even
smaller percentage of events will ultimately become
breaches. Nonetheless, it is important to explain the
process under which an event should be escalated to an
incident, or a breach, and the impact that such an escalation
has on who within the organization needs to become
involved in an investigation and how the investigation should
be handled.

OResponsibilities  For  Conducting _an____Incident
Investigation. The plan should explain who within the
organization is responsible for investigating security
incidents, to whom information should be reported, and who
has the authority (and responsibility) to seek additional
resources when needed. To the extent that one of the
purposes for conducting an investigation is to provide in-
house counsel with information needed to make legal
recommendations, the plan should consider whether an
organization desires the investigation to be conducted under
the auspice of the attorney-client and attorney work product
privileges. If so, the plan should make clear that the
investigation is operating under the direction of counsel and
the plan should provide instructions to the employees who
may be collecting information concerning how to preserve
privilege, including involving legal counsel in the
investigation of certain types of security incidents. Tip: Be
sure to designate a project manager to hold the team
members accountable for their assigned tasks and to
ensure that the investigation is proceeding quickly.
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Olnternal Contact Information. Many plans also include a
quick reference guide naming the people within an
organization who can help in the investigation of a security
incident. This should include the incident response team
member and their cell phone numbers, along with individuals
who can serve as back-up support in the event a response
team member is unavailable.

OExternal Contact Information. Many plans include a
quick reference guide naming the people outside of an
organization who can help in the investigation of a security
incident, which may include contacts with law enforcement
(e.g., FBI and Secret Service), outside counsel, forensic
investigators, call-center support, credit monitoring, public
relations experts, etc. If the organization has a cyber-
insurance policy, the approved vendors should be identified
in the plan. Tip: If your organization operates in the
European Union and is subject to the GDPR, the plan
should include the name of the lead supervisory
authority and the relevant information for reporting a
breach, as breaches resulting in a risk to the rights and
freedoms of individuals may need to be reported to the
regulator within 72 hours after your organization
becomes aware of it.

ORecordkeeping. Plans typically explain the type of
documents and records that should be kept concerning the
investigation in order to permit in-house counsel to
reconstruct when the organization knew certain pieces of
information and when the organization took certain steps.
Such reconstruction may be necessary in litigation or a
regulatory investigation.
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OPost-Incident Reporting. Many plans discuss how the
organization will take information learned during an incident
and incorporate that back into the organization's security
program. This might include “lessons-learned” from how an
incident was handled or ways to prevent an incident from
occurring again. Under the GDPR, organizations are
required to document an incident, its effects, and any
remedial action taken. If the organization decided it was not
a reportable breach, it should document the basis for that
decision.

D. Contractual Obligations to Business
Partners

In situations in which a security incident involves data that is
wholly owned by an organization, there may be few, if any,
obligations for the organization to notify business partners.
Often, however, business partners may have an interest in the
information impacted. For example, if an incident involves data
of another entity for which your organization is performing
services, you may have an obligation in your service agreement
or under state data breach notification statutes to notify that
entity of an actual (or suspected) security incident. The
contractual requirement sometimes requires notifying the
partner in a relatively short time frame (e.g., immediately or
within 24 hours) when an incident is suspected. As another
example, if an incident involves payment card information that
you received from consumers, the agreement that you have with
your payment processor or merchant bank may similarly require
that you notify those entities or additional third parties (e.g.,
Visa, Mastercard, Discover, and American Express) of a
potential security incident.
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An essential component to preparing for a security incident is
understanding the contractual obligations that your organization
may have to business partners or affiliates.

If your organization is regulated by the GDPR, you may have
notification obligations if you are serving as a processor for
another company, or if you are a joint controller. Tip: Ideally
those obligations—including the telephone numbers or
addresses of business contacts—would be summarized in
the incident response plan for easy access in the event of a
breach.

1.
INCIDENT RESPONSE

As discussed above, the best way to investigate a security
incident is to follow an incident response plan that was put in
place before the incident occurred and that takes into
consideration the specific needs and resources of an
organization. If an organization does not have an incident
response plan, the steps that follow outline best practices that
take into account possible legal requirements and obligations.
Among other things, these include recommendations for
investigating the incident, coordinating with data owners,
communicating to the public or media, communicating with law
enforcement, communicating with consumers, and
communicating with regulators. This section also discusses the
types of services that organizations often offer to consumers
whose information was involved in a data breach and unique
issues that arise in the context of certain types of breaches.
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A. Investigating a Security Incident

When deciding how to investigate a security incident, an
organization should consider the following factors:

1. Include legal counsel at the inception of the investigation

Once a data breach has been discovered, the organization
should notify its in-house legal counsel. That person can
determine whether the involvement of outside legal counsel
specializing in data breach response is necessary. If the
organization does not have in-house legal counsel, then outside
counsel should be consulted and retained as early as possible.

A primary benefit of involving counsel early in an investigation is
to allow counsel to help decide whether the remainder of the
investigation should be conducted under the cloak of attorney-
client privilege. If counsel recommends that the investigation
should be led by legal as the information obtained is necessary
in order for counsel to provide the organization with legal advice,
any employees that take part in the investigation should be
instructed to copy counsel on all internal communications
concerning the cause and the scope of the breach or, when
speaking to others, to clea