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Comprehensive Resource

If you want to educate your organization in ways to

prevent or recover from a cyber attack or data breach,

you can find what you need - when you need it - at the
portal.
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BreachCoach conscrts Login

Is your company protected from a data breach?
When it does happen, what will you do to protect your clients?

Buchanan BreachCoach® is your one-stop portal for cybersecurity information and updates. This portal offers resources such as risk management calculators, white papers
and webinars, relevant news and articles, and incident response checklists and tools. Click here for more information on the Buchanan BreachCoach or contact us to create
a free account and gain access to the resources that you need to efficiently and cost-effectively prepare for, respond to and recover from a breach.

First time visiting the portal? Please complete this
form.* Already registered? Click the Login button at
the upper corner of this screen

Free Data Breach Cost Calculator

Answer the questions in the first section. Click the 'Calculate’ button to view your estimated costs based on your New User Registration
answers to these 7 questions.

Access Code

How many records were exposed?

What type of data was exposed? PCl v
e = First Name Last Name
Is this the organization's first breach? « Yes First Name Last Name
[ Company Title
. . . ¥ Company Title
‘Was the data stored in a centralized system/location? w Yes
[ Email Confirm Email
Email Confirm Email
Is fraud expected? o Yes
No Phone
Phone
Is a class action lawsuit expected? % Yes
No Username
Username
| Does your organization currently have data breach coverage? o Yes
iz D A

| #100% -



Highly Specialized Web Portal

company can provide.
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Welcome to the Buchanan Ingersoll & Rooney Breach Coach Cyber Portal, powered by NetDiligence®. The Breach
Coach Cyber Portal is a tool we offer clients as part of our services to give them access to important resources. Having
these resources in place, as well as trusted counsel and guidance from Buchanan, helps our clients efficiently and cost-
effectively respond to and recaver from a breach.

Key Features of the Breach Coach® Cyber Portal:
« Incident Roadmap — includes suggested steps to take following a network or data breach incident, consultation

with a Buchanan Breach Coach® and access to a breach response team

« News & Blogs — cyber risk articles, security and compliance blogs, security news, risk management events and
helpful industry links

« Cyber Library — best-practices, whitepapers and webinars from leading technical and cyber practitioners

+ Risk Manager Tools — assists you in managing your cyber risk, including free self-assessments, calculators and
research tools

« Third-Party Vendors — a directory to quickly find external resources with expertise in pre- and post-breach
disciplines

Incident
Response

« Access to more content and services than any one consulting

« Content is developed by seasoned practitioners in highly
specialized functions, such as computer forensics and crisis
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Italian police cannot unlock Bari terrorist iPhone
Building security into cyber-physical systems
Cybersecurity cracks the undergraduate curricul
America is ?dropping cyberbombs? ? but how dc
work’

We know where you live

How Israel became a cybersecurity superpower
Presidential campaigns spied on by foreign hack
a variety of motivations?

Maritime vessels at risk of cyberattack because «
outdated systems
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A Toolbox to Help With
Prevention & Response

Incident Roadmap spells out the steps to take in the event of a
breach

News Center monitors breach events and trends

Learning Center provides best practices articles, white papers &
on-demand webinars

Risk Manager Tools help manage cyber risk more effectively

Experts/Vendors/Resource Listing features qualified third party
providers of breach-related services

Search makes it easy to find specific information
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Incident Roadmap

Spells out the steps you should take in the
event of a breach.
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Incident Roadmap

Even the most prepared businesses will eventually suffer a data breach or cybersecurity incident. In these times of crisis, it is important to act quickly, but strategically to contain the
incident, regain your security, preserve evidence and protect your brand. The first step should be to implement your Incident Response Plan. This will include contacting your E 3
Bre who can assist your organization to collect, document and record as much information about the incident and your response as possible - while under the cloak of the
attormey-client privilege.

To help our clients swiftly respond to a cyber incident, we are pleased to provide the following checklist, which outlines some of the activities that may be appropriate for your
organization to undertake in the event of a data breach. These activities do not represent an exclusive list and are not intended to describe a strict chronological order, as these
activities often overlap and typically happen simultaneously within the organization.

Activies Description
RESPONSE O Determine if the event is a real incident; implement your Incident Response Plan.

This is one of the most important aspects of handling any incident. The Incident Response Team must know if this is truly a
computer security incident, as opposed to a user error or a system configuration error.

O You may also want to refer to one or more of the following breach response guides: Incident Resg & Plan (provided by ID
Experr.s} Breach Response ( e (provided by Experian Data Breach Res,olubon] ; Brea :
e | {_rxmrldpcl by Immersion, Ltd.), and Data Breach Incident Response Workbook (provided by AliCiear ID).
LEGAL O Contact Legal Counsel who specializes in data breaches. This is especially important if customer information was accessed

and various state laws were triggered requiring a customer notification. Counsel can help in (a) interpreting the various state
regulations; (b) your responsibilities under the law (if any) and {c) assisting in crafting the customer notice letter.
O You may wish to engage a lawyer with experience in security and privacy compliance issues to assist in your defense and
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News Center

The most current cyber news, blog posts & events,
updated in real time.
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News Center
Cyber Risk News

y k Mows, from NetDiligence, is a somi-monthly nowslotter of significant cyber news ovonts, \ McAfee Threat Center
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Sources of cyber risk information.

Buchanan - KNOWW GREATER
Ro%eney PZC“ PARTN ERSH'P



Learning Center

Articles, whitepapers, videos and best practice guidelines

and examples.
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Learning Center

Search Featured Content
BIPC Materials Cyber Claims Study
; Cyber Liability Insurance 101
or View by | OpIicC = e L i
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Risk Manager Tools

Helps you assess and manage your cyber risk.

Buchanan

BreachCoach

Risk Manager Tools

Search Featured Tools
What if Modeling Assessment

> .1

BOE

Small Business

r view by Category
Featured Tools v Research Tools
Incident Response Planning 14
@ Data Breach Respor Fi
’ F
F I

Legend Cloud Risk Management

#F Interactive Tool [ PDF # BlackCloudRX

& External Website B3 Document
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O WHAT TYPE OF DATA WAS EXPOSED? L=
15 THES THE ORGANTATION'S FIRST B9 e You. | No
QwasT TA STOGED IN & CENTRALIZED SYSTEMADCATION? a o5 ) No
01 PRAUD EXPECTED? a Vo3 Ho
CLASS ACTION LAWSLNT EXPECTED? - Vs Ha
O DOES YOUR CRGANIZATION CUBRENTLY COVERAGE? o Y No

INCIDENT INVESTIGATION =]

O FODINECS MVESTIGATION OIS & PINALTIES

O SECLATY BEMEDUATION O FRAD ASSESIMENTS

What-If Modeling
Data Breach Cost Calculator

O SETTLEMENT/DAMAGLS Ll

SURTOTAL

Manager Tools

Security Posture Score

Understand and validate the health of your organization's data security systems
with a FREE Security Posture Score from SecuriyScorecard, Inc.!

AL SecurityScorecard

Download sample results!

Securlty Posture Score Is a grading service that looks at a sg
risks. It provides nsight Into malware activity, soclal enginee|
corporate credentials, breach history, and more.

Assessment
FREE Scan for Potential Malicious Activity
Using a patentad risk analysis algorithm, SecurityScorecard

In an unobtrusive way to produce a 'securlty score' that Indicates possible weaknesses In your network practices. The
service draws on hundreds of proprietary data sources aleng with SecurityScorecard's own honeypet sensors and makes
use of 'blg data’ analytics.

This service never touches your network, all data is derived from public sources.

To request your FREE Security Posture Score, please complete the emall form below.

Organization Name
. . Privacy Case Law
Organization Name
Breach Sector Breach Scope
Organization Webslite : - B
Organization Website Breach Month Breach Year Case Year
- Select 2 Select - _
Contact Name
Show h:
D - R h Tool
esearc ools
entries
Anderson v. Hannaford Financlal Services 201 200712- 4200000 Hackers stole Damages forlosses ~ Appealfrom  Affirmed In part
Brothers Co. private and and for Injunctive the US District ~ and reversed In
confidential rellef; also asked Courttforthe  part
debitcardand  courtto orde... District of
credit card Info. Malne
HCMORATE Avrum M. Baum, as Parent Healthcare,Insurance 2014 2010-09- 283 Loss of Portable Appellant, The trial court's
and Guardian of Chaya Baum, 09 Data Storage Avrum M. July 25,2013
Individually and on Behalf of Device (Flash Baum, order was
All Others Similarly Sttuated v. Drive) appealedthe  affirmed In part,
Keystone Mer July 25,2013 vacated
; order denying
= his,
Banknorth, N.Av. BJ's Financlal Services 2005 2003-07- Unknown  BJsretained the  Damages for refunds  Motion to Proceeded to
PENALTIES Wholesale Club, Inc. o1 credit card It made to Dismiss summary stage
" numbers of s cardholders
customerswho  following fraudulent
purchased g purcha
= Banknorth, N.Av. BJ's Financlal Services 2008 2003-07- Unknown  BJsretained the  Damages for refunds  Motion for Summary
Wholesale Club, Inc o1 credit card It made to summary Judgment In favor
numbers of s cardholders Judgment of defense
customerswho  following fraudulent
purchased g purcha
Bell v: Acxiom Corp Marketing 2006 200M1- Unknown  Acxiom's Increased her sk of ~ Motion to Dismissed
o1 computerbank  Identity theft and dismiss
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Learning Center

Articles, whitepapers, videos and best practice guidelines

and examples.
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Experts/Vendors/Resource
Listing

Experienced and trusted providers of pre- and post-
breach services.
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Sort Services B Enterprise-wide Cyber Risk Assessment
Post-Breach (Resporse) NetDiligence
MNet Diligence” NetDiligence's cyber risk assessment services help companies better understand how their

organizations’ network security and privacy practices measure up against known industry standards
as well as regulatory and insurance carrier requirements, Using proprietary methodologies and tools

Kroll
Business Planning 'l Kroll. Kroll, the global leader in risk mitigation and response, delivers a wide range of solutions that span
@ " yon investigations, due diligence, compliance, cyber security, physical security, incident response and
@ Data M data breach management
© R
w » (¥
Cloud Computing
L My

Verizon RISK Team

\/ Verizon Business is a leader in the Investioative Response and Comnuter Forensics arena. Beina a
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Buchanan

BreachCoach

Get your free account today!

For more information, please contact:

Lauren Wilson
Senior Business Development Coordinator
lauren.wilson@bipc.com | (412) 562-1415

Buchanan Ingersoll & Rooney offers access to this portal
completely free of charge, there are no hidden fees.
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