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Cyber Risk Assessment and Data Breach Services

Since 2001, NetDiligence has conducted thousands of enterprise-level QuietAudit® Cyber Risk
Assessments for a broad variety of corporate and non-profit clients. Our time-tested risk management
approach (eliminate, mitigate, accept and cede residual risk) enables us to effectively help
organizations of all types and sizes manage their cyber risk.

Starting in 2016, the QuietAudit® platform that our engineers use to conduct their in-depth cyber risk
assessments can be licensed!

B Insurers can license the QuietAudit® Underwriting Loss Control (ULC) module to allow
existing and prospective policyholders to complete self-assessments attesting to their
data security practices. Identified weaknesses can thus be addressed prior to an incident.

B Companies can license the QuietAudit® Vendor Risk Management (VRM) module to
conduct due-diligence oversight on the data security practices of their third-party vendors.

NetDiligence is also an acknowledged leader in data and privacy breach prevention and recovery.

B Our eRiskHub® portal is licensed by the majority of leading cyber liability insurers to
provide ongoing education and breach recovery services to their clients.

B Our Breach Coach® Cyber Portal helps law firms expand their Privacy & Data Security
practices and provide risk management and breach recovery services to their firm's clients.

B Breach Plan Connect™ helps an
organization develop a customized, data
breach-focused Incident Response Plan.
We then host the plan for anytime,
anywhere access and provide online tools

NetDiligence hosts Cyber Conferences
annually in Philadelphia, Santa Monica and
Toronto. We also publish an annual Cyber
Claims Study of actual payouts for covered

and reports to help the organization track data breaches by leading cyber liability
and respond to incidents. T e
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The eRiskHub® portal, powered by NetDiligence®, is an
effective way to help both insurers and their clients
combat cyber losses with minimal, controlled and
predictable costs. This SaaS offering provides tools and
resources to help clients understand the exposures,
respond effectively and minimize the effects of
breaches on their organizations. Our mobile-friendly,
flexible platform can be branded, customized and
delivered to any domain. Plus, it's scalable! Start small
and increase your license as you grow. You can also
add content for other geographic regions as you
expand globally.

BreachCoach

NetDiligence's Breach Coach® Cyber Portal is a
marketing and services platform designed for law firms
that want to showcase their Privacy & Data Security
practices. When you provide this valuable educational
resource to all your firm's clients, you let them know
you are ready and able to serve should they suspect a
data breach or privacy
violation.
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With our Breach Plan Connect™ service, NetDiligence
builds and hosts an organization’s customized Incident
Response Plan (IRP), enabling employees to access
their IRP at any time, from anywhere, on any device.
Breach Plan Connect includes an online “Build Your
Plan” tool, plus Incident Tracking Reports and Incident
Response Checklists that follow the organization's
approved IRP. Breach Plan Connect can optionally
include hotlinks to the insurer's eRiskHub® so the
insured organization can easily access the insurer’s
preferred Breach Response Vendors, Risk Manager
Tools, News Center, Learning Center, etc.
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QuietAudit

CFO Cyber Risk Assessment

NetDiligence's CFO Cyber Risk Assessment is
conducted by one of our hetwork security engineers.
We start with a Cyber Health Check that includes
“scores” for each key data security area. We also
perform a remotely delivered scan of your perimeter
network devices and compile our findings in an
Executive Summary report that gives you an
independent, objective review of your organization's
data security and privacy practices.

Underwriting Loss Control (ULC)

Our QuietAudit® Underwriting Loss Control (ULC)
module makes due-diligence and control verification
more efficient. QuietAudit ULC helps insurers gather,
assess and “score” a client’s data security & privacy
safeguards. The module comes pre-loaded with a
survey that gauges a client's practices against ISO and
NIST. Licensors can customize the survey, if desired.

Vendor Risk Management (VRM)

Companies that use third-party vendors to manage
systems or sensitive customer/patient data need to
conduct due-diligence on the cybersecurity practices
of the vendors they use. QuietAudit® Vendor Risk
Management (VRM) enables a company to require
their vendors complete a self-assessment of data
security/privacy practices. Reporting includes an
online dashboard and a “scorecard” for each vendor.
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